
Staying safe online 
 
Internet safety for young people is not a new topic but the anecdotal evidence of a recent 
upsurge in cyber bullying with recent developments in mobile technology e.g. growth of social 
networking sites and internet on mobile phones, the media emphasis on grooming as shown in 
the recent Panorama programme ‘One click from danger’ and  the DCSF guidance published in 
November 2007, indicate that a review of some sources of advice would be timely. 
 
The Child Exploitation and Online Protection Centre http://www.ceop.gov.uk is focused 
mainly on tackling child sex abuse. As part of this it provides information for parents, young 
people and children to safeguard their online experiences. There are sections on chat and IM; 
blogs, forums and social networking; mobiles and gaming. These are aimed at parents and give 
both the good and bad points and advice about what the parents can do, and would also be 
useful as an introduction for staff to the issues. 
 
Think u know http://www.thinkuknow.co.uk is also produced by CEOP. This has micro-sites 
for 5-7, 8-10, and 11-16 years olds as well as for parents or careers and teachers or trainers. All 
the sections cover chatting, instant messaging, email, mobiles, chatrooms, social networking, file 
sharing and gaming. They explain why these are fun but put the emphasis squarely on using them 
safely and responsibility. There is clear differentiation of layout, language and colour between the 
different children’s sections but all are clear, colourful and attractive. Also part of Think u know 
is the Cybercafe http://www.thinkuknow.co.uk/ 8_10/cybercafé/café/base.aspx which was 
originally part of Gridclub. This bright and jazzy interactive cartoon environment encourages 
pupils to think about how they should behave online and explains why. Although geared for the 
8-10 year old age group I have also found it popular with S1 and S2 (11 and 12 year olds). 
 
Know it All http://www.childnet-int.org/kia aims “to help educate both young people, parents 
and teachers about safe and positive  use of the internet”. There are sections for Parents, 
teachers, trainee teachers and volunteers. The teachers site includes a section on the different 
technologies, how children are using them and the risks and benefits; suggestions for embedding 
safety into the curriculum and a searchable list of links to other useful websites. Currently linked 
purely to the English curriculum, there are discussions ongoing about producing a Scottish 
version. The Parents section is an online versions of a CD-Roms and video based; it includes a 
section for young people divided into 7-10s and 11-16s. In the younger section, children are 
talked through the ‘smart’ rules for internet safety, and there is a glossary and an interactive 
section with an endearing cartoon and questions to answer. The 11-16 section covers shopping, 
staying in touch, mobile phones. Each section has advice, tools and information about reporting 
problems as well as an interactivity center. 
 
Kidsmart http://www.kidsmart.org.uk is a “practical internet safety programme website for 
schools, young people, parents, and agencies”, also produced by Childnet. It offers access to 
resources including lessons plans, leaflets, posters, activity days and interactive games. There is a 
wide range of leaflets and posters available to download free or order in print form at very 
reasonable prices. The Young People section is in two age ranges: under 11 and over 11; as well 
as the safety information this has interactivities, a gallery of posters from other pupils, 
competitions and links to pre-evaluated sites, with the opportunity to submit your own 
recommendations. The teachers’ section has lesson plans and the parents’ section includes 
factsheets and useful links e.g. to http://www.chatdanger.com. This site covers mobile phones, 
IM, chatrooms and online gaming and is colourful and child friendly. There is an extremely 
useful and comprehensive list of links and resources, accessible through an inconspicuous button 



labelled ‘resources’ at the bottom of the screen. The presentation of this sie is particularly 
attractive for lower secondary with a clear layout, bite-sized teasers of information and real life 
scenarios.  
 
Also from Childnet International, Digizen http://www.digizen.org looks at more recent 
developments including social networking and cyberbullying. This site believes “Digital 
citizenship isn’t just about recognising and dealing with online hazards. It’s about building safe 
spaces and communities, understanding how to manage personal information, and about being 
internet savvy – using your online presence to grow and shape your world in a safe, creative way, 
and inspiring others to do the same.” The cyberbullying section includes a downloadable film 
and teachers’ resources to accompany it. The social networking are will contain Young People and 
Social Networking Services, Digizen’s first research report, sponsored by Becta but there is nothing 
yet available. 
 
Cybersmart! http://www.cybersmartcurriculum.org/home This ‘free student curriculum 
empowering students to use the internet safely, responsibly and effectively’ is an American site 
aimed at Kindergarten to grade 8. It provides lesson plans and activity sheets, printable posters 
and 5 downloadable 30 seconds videos. The sheets are (naturally) geared to the USA curriculum, 
but could be used selectively or adapted. Unfortunately the letters in smart in cybersmart stand 
for different words from the Childnet sites, although much the same ground is covered within 
the safety aspects.  
 
Cybersmartkids http://www.cybersmartkids.com/au/index.htm , although so similar in name, 
is an Australian site with sections for ‘littlies’, ‘kids’,  ‘young people’ and  ‘grown ups’. The tips in 
the Parents’ section are particularly clearly expressed. 
 
Websafecrackerz http://www.websafecrackerz.com uses a games based scenario, a fictional 
story about gladhanders, liars, stalkers, bullies, security bouncers, detectives, fake companies and 
a big boss (the Baron), to deliver its safety message “because teenagers have told us that learning 
about online safety is boring”. There are six micro sites (with games and prizes) covering a range 
of topics. Nickstar includes file-sharing, spyware and adware and copyright issues; BBB has chat 
and IM; SPAM corp is self-explanatory; In transit is  mobile phones, especially; Ih8u is about 
abuse; and Don’t click here looks at dodgy sites and links to the Quick evaluation  site. Each 
section has a short quiz on the topic covered, and successful completion of this ‘cracks’ the 
section and gives the user a keycode. By completing all the quizzes the player can unlock the safe 
to claim their prize. There is also a Hacktevist section with advice on research, checking  your 
information and avoiding plagiarism, as well as safety on your MSN Space, links to recent 
relevant news stories from the BBC and virus information updates from McAfee, and hacks for 
the various section quizzes. The whole site is accessible and attractive and should prove a 
motivating way to make teenagers pay more attention to the important topic. 
 


